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REPORT OF INDIAN CYBER CRIME COORDINATION CENTRE WITH RESPECT TO ABUSE 

OF ‘SMS HEADERS’ IN TRANSNATIONAL ‘STOCK MARKET INVESTMENT FRAUD' 

 
DPs are advised to refer to the SEBI report dated April 18, 2024 of Indian Cyber Crime Coordination 

Centre titled Abuse of ‘SMS Headers’ in Transnational ‘Stock Market Investment Fraud’ (copy of the 

report attached herewith).  

In this regard, DPs are advised to take necessary measures, as mentioned in the report, including 

the following: 

 

1. Measures to prevent misuse of their SMS headers, entity and template ID by telemarketer 

or through DLT platform. 

2. Measures to follow directions dated February 16, 2023* issued by TRAI (Ref. CDSL Circular 

No.: CDSL/OPS/DP/POLCY/2023/200 dated March 29, 2023) to curb misuse of Headers 

and Content Templates. Also review all Headers and Content Templates and 

surrender/close unused Header and Template.  

3. Measures for prompt reporting of any impersonation of their identity, trademark, logo etc. 

by any fraudster on National Cybercrime Reporting Portal. 

 

DPs are advised to take note of the same and ensure compliance. 

 

Queries regarding this communiqué may be addressed to: CDSL – Helpdesk Emails may be 

sent to: dprtasupport@cdslindia.com and connect through our IVR Number 022-62343333 . 

 

For and on behalf of 

Central Depository Services (India) Limited 

 
sd/- 
 

Akhil Wadhavkar  

Chief Information Security Officer 

 

 






















